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* Pabotaer ¢ Metomamu mudposannsa AES-256 * Moxet
pacipoBbIBaThH (haIbI, JaKe €CJI OHU ObUTU
3air@poBaHbl C MOMOIIIBIO CHEUAIbHBIX UHCTPYKIMU AES-
NI. * MoXeT UCIIo/Ib30BaThCA Ha JJOKAJIbHOM JUCKE U B MAaIKe
Ha cereBoM aucke * [lo3Bosiger co3paBaTh pe3epBHBIE KOIUU
3air@poBaHHbIX (PAKIOB U BOCCTAHABIMBAThH MAPOJIH ISl UX
pacMpoBKH DTy MPOrpaMMy MOKHO OECILJIATHO 3arpy3UTh C
BeO-caiita Avast. B HOBOM BbITyCKe cpelcTBa paciugpoBKu
MporpaMm-BeIMOraresien ajis nporpamm-bimoraresed AES-
NI peanuzoBad MexaHU3M PadOTHI B PEXUME PeabHOrO
BpEMEHHU 1151 IPOrpaMM-BbIMOratesiert Ha ocHoBe AES-256 u
BO3MOKHOCTb BOCCTAHOBUTb (paiiiibl, 3alI(PpOBAHHBIE C
MOMOIIIbI0 CTaHAAPTHOrO MeToa mudgpoBanus AES-256,
AaKe ecy OHU ObLIH 3amrgpOBaHbl C UCTIOJIL30BAHUEM
cneuuanbHoro AES. -Muctpykumn HU. ITporpamma 3amursl
OT BPEIOHOCHBIX IIPOrPAMM TaKkK€E MOKET CKAHUPOBATh
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JIOKAJIbHBIM IMCK WJIM CETh Ha Halnuue (haiios,
3aM(POBAHHBIX C TIOMOIIBIO TTPOTPAMMBI-BBIMOTATEJISI HA
ocHoBe AES-NI. 910 npocroe u MOIIHOE pellieHue Jisl
J000T0, KTO MOXKET BOCCTAHOBUTH CBOU JIMYHBIE (haiiibl. B
MIPONIJIOM TOJly B CETH MOSIBWIACH NIEPBAsI MporpaMma-
BbBIMOraTesib noj HazBanueM cryptXXX. Hosoe BpenoHocHOe
ITO, ocHoBaHHOe Ha MeTojie g poBanus AES-256,
pacrpoCcTpaHsIETCS B Ha4aJie HOBOT'O TOJ1a, U €r0 BapUaHThI
MOPAXAT KOMIIBIOTEPHI 0 BceMy MUPY. Briepebie
oOHapyxeHHas 1 suBaps 2017 roga, HoBas yrposa mudpyer
caiinbr 60 ¢ momortpio AES-256, 1160 ¢ MOMOIIBI0 HOBBIX
uHCTpyKIMid AES-NI, 1OCTYNHBIX HAa MHOTHX HOBBIX
KoMmploTepax. O0e Bepcun MeToaa mudpoBaHus
KCIIONIb3YI0TCSl HOBBIM cryptXXX. Ha HauanpHOM 3Tare cBoen
AeATeTPHOCTH HOBBIN IITaMM OBLT HarleJieH Ha cMapT¢OHBI
Android u 10S. [Iporpamma-BeiMoraresis mudpyet (anibl 1
MIPOCHT T0JIb30BaTEN el OTIIPABUTH BBIKYII, YTOOBI ITOJTyUUTh
ko4 gemmdpoanusa. Ho 1o HegaBHEro BpeMeHu
OTCYTCTBOBAJIO KOMIUJIEKCHOE pellieHue 1Jis paciinppoBKU
caitnoB. Ecth pazHbie criocoObl MOJyYUTh paciii@poBITHK.
[lepBass — 310 HeoduimanbHas Bepcus Opaysepa Google
Chrome, koTopasi Ho3BOJIsIeT paciugpoBbIBaThH (Pailyibl yepe3
CKPBITYIO BeO-CTpaHHUILY, 3aMpalIMBAIOITYI0 KII0Y
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paciii@poBKU. AJTbTEPHATUBHBIM PELIEHUEM SIBJISIETCS
NoceleHre CreluaIbHOro BeO-caiTa, IJe Bbl MOXeTe
3aIlJIaTUTh OTpeNIeIeHHYI0 CYMMY B OUTKOMHAX, YTOOBI
BOCCTAHOBUTH JOCTYI K MHCTPYMEHTY JemmndpoBanus.Ha
TpeThell CTpaHulle Y BaC €CTh BO3MOKHOCTh IPUOOpECTU
«TAKeT paciudpoBKU» ¢ HAOOPOM 3aI(pPOBAHHBIX (DANIOB
nporpaMmmbl-BeiMoraresisi. [Iporpamma noxosxa Ha GPG tewm,
YTO UCHOJIB3YET KPUNTOrpahuio C OTKPHITHIM/3aKPHITHIM
KJIIOUOM J17151 pa30JIoKupoBKU (aitna. Tounee, OH MOMpPOCUT
Bac pacimgpoBaTh aiii ¢ MOMOIIBI0 NapOJbHOUN (Dpaskl.
Ecnu Bbl HE MOMHUTE CBOM MapoJib, IPOrpaMma MOMPOCUT Bac
CKOMUPOBATh KJIIOY paciii@poBKU U OTIIPABUTH ero 0OpaTHO
pazpadotuuky. K coxanenuio, mporpaMmma-BbeIMoraresib
cryptXXX HIMPOKO pacIpOCTPaHEHA. ITO MOKET MOJTHOCTHIO
3a0JIOKMPOBATh JI0OBIE 3a1gpoBaHHbIe (pailiibl HA
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Avast Decryption Tool For AES_NI Ransomware

Kak 6ecruatHo pazonokupoBats mmdpoanrne AES_NI ¢ momomsio Avast Decryption
Tool gns nporpamm-BeiMorateneir AES_NI? Vganure 3apakeHue mporpaMmon-
eiMoratesieM AES_NI ¢ momomsio Avast Decryption Tool ajist 3aIuThl OT BpeIOHOCHBIX
nporpaMm AES_NI Ransomware. 9To HOBeHIMiA GecruaTHBIA HHCTPYMEHT Avast. 9ToT
HMHCTpYMEHT MoxeT pa3onokupoBath AES_NI u Bo3moxHOCTh pacmmgpoats AES_NI
Ransomware. [Toyunre 6ecrinathblii nHCTpyMeHT AenmdpoBanust AES_NI, kotopsiit
MO’HO HCTIOJIb30BaTh AJ1s paciurdpoBKy nporpaMmMel-BeiMorarenss AES_NI. Dto
COBEPILIEHHO HOBBI MHCTPYMEHT JieliippoBaHUsl, KOTOPBIA MOXKET pa30JIOKUpOBaTh
3apakeHue nporpamMmMamu-BeivMoratessimu AES_NI. Bam npocTto HyKHO 3arpy3uth
nporpammy pacumgpoku AES_NI Ha cBoii kommbiotep. Avast Decryption Tool st
nporpamm-BeiMoratenieir AES_NI OcobGeHHocTH: ABTOMAaTUYECKH PaCIIn(pPOBHIBATH
3abnokupoBanHbie daitibl AES_NI. Mncrpyment aetmdpoBanus AES_NI
aBTOMATUYECKH HaleT 31U (paiisl u pacmmdpyet ux. Avast Decryption Tool mist
AES_NI Ransomware moxeT pacmmdpoBeBaTh (paiiisl, 3ammgppoBannasie AES_NI
Ransomware, BJI0OKeHHS 31€KTPOHHON ITOUTHI, JOKYMEHTbI, U300PaXEHUS U T. [1.
ABTOMaTnueckoe yaaneHue nporpammsl-Beivoratenst AES_NI. Avast Decryption Tool
st AES_NI Ransomware npegocTaBiisieT BO3MOKHOCTU yJaJIEeHHs! IPOTrpaMM-
BBIMOTaTeJIell MyTeM OYMCTKU KOMITBIOTEpa, YTOObI BBl MOTJIM O€3011acHO yIassiTh
3apa’keHus MporpaMMaMU-BhIMOraTesIsiMy. becriaTHelil HHCTPYMEHT Aer@poBaHus
AES_NI, omiata He Tpedyetcs. Avast Decryption Tool mist AES_NI Ransomware MOxHO
3arpy3uTh U UCIIOJIb30BaTh COBEPILIEHHO OecriaTHO. HeT Heo6XxoauMocTH B orulate Win
peructparmu. 100% nHanexusii! okaszaHo, uto Avast Decryption Tool ans mporpamm-
Beivorarenieit AES_NI 6e3omnacen. [Ipocrto ckauaiite ero, u oH pabotaer Ha Baiiem [TK.
onmerit uactpyment genmgposanus AES_NI. Avast Decryption Tool g AES_NI
Ransomware — 3T0 nonHblii naket. OH BKJIIOYaeT B ce0s1 (paiiibl IpOrpaMMbl-BEIMOTaTEsI
AES_NI, xoTopble Avast MOXET UCHIOIb30BATh 151 paclIM(PPOBKU MPOrpaMMbl-
BeiMoraresist AES_NI. OH takske Bkmouaer B cedst yrposy AES_NI mns pacimgppoBkn
memgkoM Meimu. OH padoTaer Ha Beex Bepcusix Windows. Avast Decryption Tool st
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AES_NI Ransomware coBMECTHM CO BCEMH OTIEPallIOHHBIMU cucTeMaMu Windows,
Bkmovast Windows 7, 8, 8.1, 10, RT u 1. 1. OH MOXeT aBTOMaTH3HPOBATh MPOLIECC
pactmmppoku AES_NI. Avast Decryption Tool miis AES_NI Ransomware mosxet

pas6iiokupoBarth 3amugpoBanusie daisl AES_NI Ransomware, BI0OKeHMsI 3JIeKTPOHHON
TMOYTHI, JOKYMEHTHI, N300paxeHus U T. 1. UHCTpyMeHT pacimdpoBku Avast st
nporpamm-BeiMorareneit AES_NI MHctpymenT nenmdpoBanus Avast 1J1s IporpamMmm-
BeiMoraresieit AES_NI paboraer kak mapm Ha fboded4ff2
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